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I. Introduction
This is the third volume of Internal Control over Financial Reporting - Guidance for Smaller Public 
Companies. The objective of the three-volume report is to provide guidance to smaller public 
companies using the Committee of Sponsoring Organizations of the Treadway Commission 
(COSO) Internal Control - Integrated Framework as it relates to the effectiveness of internal control 
over financial reporting. The report describes ways to accomplish that objective in a cost-effective 
manner:
• The First volume contains an Executive Summary, providing a high level summary for 
companies' boards of directors and senior management.
• The second volume provides an overview of internal control over financial reporting in 
smaller businesses, including descriptions of company characteristics and how they affect 
internal control, challenges smaller businesses face, and how management can use the 
Framework. Presented are twenty fundamental principles drawn from the Framework, 
together with related attributes, approaches and examples of how smaller businesses can 
apply the principles in a cost-effective manner.
• This third volume contains illustrative tools to assist management in evaluating internal 
control. Managers may use the tools in determining whether the company has appropriately 
applied the principles.
These tools are presented for purely illustrative purposes, and their presentation here in no way 
suggests that all matters addressed in them need to be considered in evaluating an internal control 
system, or that all such matters must be present in order to conclude that a system is effective. 
Similarly, these tools are not a preferred method to conduct and document an evaluation, nor 
do they necessarily represent a complete set of all criteria that a company would consider in its 
evaluation of internal control over financial reporting.
Evaluation methodologies and documentation techniques vary between companies. Accordingly, 
companies may adopt different evaluation tools and techniques, and for those companies that 
do plan to use these tools, it is suggested that the tools be modified to reflect its particular facts, 
conditions, risks and other circumstances.
Matrices
The tools in this volume, presented in the form of matrices, are reflective of the generic business 
model presented in the Framework's Evaluation Tools volume. The generic model is relevant here 
for two reasons. First, it provides a structure to anchor the illustrative matrices, which are aligned 
with activities, transactions and information flows depicted in the model. Second, the model 
can be used as a starting point for an evaluator to understand a company's activities and their 
relationships to one another and to outside parties, and information generated and used to help 
control those activities. When used in this way, the generic business model should be tailored to fit 
the company's circumstances. It should be modified or augmented with information particular to 
the company to better depict its activities, transactions and information flows. This understanding 
can, in turn, facilitate identification and analysis of the associated risks, and can help to identify 
points in the system where control should be effected. Exhibits 3 and 4 of the generic model are 
particularly relevant and are reproduced below for ease of reference.
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Management may choose to use any or all of the illustrative matrices to help in understanding:
• Entity-wide risks and controls
• Relationships between financial accounts and relevant assertions
• Significant processes, supporting technologies, and the flow of information affecting these 
accounts
• Process level risks and controls.
As with the generic business model, if the illustrative matrices are used they should be modified to 
suit a company's individual circumstances. Personnel involved in evaluating internal control may 
modify these matrices by adding columns or otherwise incorporating information, for example, on 
the design and operating effectiveness of controls1 or on the nature and level of residual risk where 
control design or operation is initially deemed deficient.
EXHIBIT 3 : GENERIC BUSINESS MODEL - ADMINISTRATION ACTIVITIES (SUMMARY)
1 .Those columns are not shown in the illustrations in this volume as they would add excessive length to the material. 
NOTE: Numbers depict other portions of the business model not illustrated.
2 Internal Control over Financial Reporting - Guidance for Smaller Public Companies • Volume III: Evaluation Tools
Use of the matrices can provide the following benefits:
• Processes and related control procedures are described
• Relevant financial statement assertions are linked to risks to reliable financial reporting
• Objectives and control procedures are linked to risks
• Nature of controls is identified (manual or automated, preventive or detective)
• Identification of controls provides a focal point for determining which need to be tested 
and how they are to be tested
• Descriptions provide relevant documentation.
The matrices can help management in identifying control deficiencies that might require corrective 
action, and in concluding on the overall effectiveness of internal control over financial reporting.
EXHIBIT 4 : GENERIC BUSINESS MODEL - ADMINISTRATION ACTIVITIES (DETAILED)
* Not shown: internal supporting documents.
** Includes payments to employees and retirees, and to tax authorities. NOTE: Numbers depict other portions of the business model not illustrated.
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While these illustrative matrices may be useful to the assessment process, they should not be 
viewed as a comprehensive, integrated model depicting necessarily appropriate controls and 
assessments. They relate to an example company, and are provided only for illustrative purposes 
for potential use as a starting point for management in considering tools it might want to use. 
For context, this example company (which in reality is based on a compilation of material from a 
variety of smaller companies) is deemed to import, manufacture, and distribute hand tools under 
its own name and other brand names. Its products range from light-weight tools aimed at the 
home repair "do-it-yourself" market to industrial-grade tools. The company maintains its corporate 
offices in Connecticut and operates business units in New Jersey and Rhode Island. It has annual 
sales of $110 million, market capitalization of $60 million, and 550 employees.
The matrices are organized to support a top-down, risk-based evaluation approach, with 
information from some of the matrices useful in completing others. The matrices are as follows, 
with each matrix presented in the referenced chapter.
• Principles Evaluation (Chapter II). This matrix may be used to bring together information 
developed using other matrices, providing a basis for arriving at an assessment on application 
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control components. The matrix lists the twenty principles and related attributes described 
in this report, and for each provides for linkage to the related entity-wide and/or process 
level controls, assessment of control effectiveness, and associated support. Management 
considers the combined effect of entity-wide and process level controls when evaluating 
presence of the attributes and application of the principles. At the end of each component 
section space is provided to document an assessment of application of the principles. 
Space also is provided at the end of the matrix to document any deficiencies, and whether 
they are deemed to rise to the level of significant deficiency or material weakness. This 
illustrative tool is not filled-in, as information on other matrices for the example company 
such as assessments of the adequacy of control design and operating effectiveness has not 
been provided.
Entity-wide Controls (Chapter III). This matrix assists in assessing entity-wide controls, 
specifically those inherent in the control environment, information and communication, 
and monitoring components. The related principles and attributes are listed, along with 
controls in place in the example company supporting the attributes. Space is provided to 
document the company's controls, which information can be referenced in the "entity-wide" 
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Risk Assessment (Chapter IV). Three interrelated matrices illustrate how the example 
company documents its assessment of risks to reliable financial reporting, linking financial 
statement accounts with relevant risk factors, financial statement assertions, business 
processes and IT application and support infrastructure:
• Risk Assessment Matrix 1 reflects risk factors and ratings for each financial statement 
account, together with linkage to relevant financial statement assertions.
• Risk Assessment Matrix 2 maps the financial statement accounts to business processes 
and sub-processes, with analysis of risk by sub-process. The illustrative matrix shows 
selected accounts: cash, accounts payable, retained earnings, product sales and 
compensation expense.
• Risk Assessment Matrix 3 reflects the example company's information technology risk 
assessment by mapping its critical business processes identified in Risk Assessment 
Matrix 2 to information technology application and support infrastructure.
Account Estimates, Adjusting Entries, and Closing Entries (Chapter V). This matrix illustrates 
how the example company reviews controls related to account estimates, adjusting entries, 
and the closing process. Relevant financial reporting assertions are linked with related risks 
and controls, along with identification of the nature of the controls and assessment of their 
effectiveness. Information on Risk Assessment Matrix 2 is used in determining the scope of 
information to be included on this matrix. In turn, description of controls documented on 
this matrix would be carried forward to those sections of the Principles Evaluation Matrix 
addressing account estimates, adjusting entries and closing entries.
Process Level Risk and Control (Chapters VI and VII). Illustrated are two process level risk and 
control tools which assist the example company's management in reviewing controls in the 
processes and sub-processes identified on Risk Assessment Matrices 2 and 3. The first is a 
matrix linking the process level controls to related financial statement assertions and risks. 
This matrix, which illustrates how this is done for the company's revenue related accounts, 
also documents the nature of the controls. The second tool illustrates how the company's 
payroll process and related controls are documented. The information on these tools may 
be used in completing sections of the Principles Evaluation Matrix, particularly with respect 
to the risk assessment and control activities sections.
Information Technology (Chapter VIII). This matrix can assist management in reviewing a 
company's information technology controls. It is in two sections, with the first addressing 
a less complex technology environment, and the second a more complex environment. 
Each section illustrates how management may document a company's IT controls and 
related risks, along with the nature of the controls and assessment of effectiveness. In the 
example company, Risk Assessment Matrix 3 provides information useful to management in 
completing this matrix, and, in turn, information on this matrix may be useful in completing 
the risk assessment and control activities sections of the Principles Evaluation Matrix.
6 Internal Control over Financial Reporting - Guidance for Smaller Public Companies • Volume III: Evaluation Tools
The following information between these matrices can be depicted as follows.
DOCUMENTATION AND ASSESSMENT OF INTERNAL CONTROL OVER FINANCIAL REPORTING
Internal Control over Financial Reporting - Guidance for Smaller Public Companies • Volume III: Evaluation Tools
Approach Tools
Assess entity-level risks and controls
Identify and assess risk factors by significant 
account and relevant assertion
Link accounts to business processes and assessing risk
Identify supporting technologies by business 
process, with risk assessment
Document key processes and related controls 
based on risks to financial reporting assertions
Assess account estimates, adjusting 
entries and unusual transaction risks 
and controls
Assess process-level controls for 
each process and determine residual 
risk for each assertion
Assess effectiveness of controls by internal control 
principle and related attributes. Test control effectiveness, 
considering whether deficiencies are significant 
deficiencies or material weaknesses, and remediate as 
appropriate
Conclude on overall effectiveness of internal 
control over financial reporting
Entity-wide Controls Evaluation
Risk Assessment (Matrix 1)
Risk Assessment (Matrix 2)
Risk Assessment (Matrix 3)
Account Estimates, Adjusting 
Entries, and Closing Entries
Process Level Control
Matrix and Information Technology
Principles Evaluation, 
with input from above matrices
7
Assessing Effectiveness
Assessing the effectiveness of design and operating effectiveness of internal control requires 
judgment. Management may decide, for example to consider effectiveness of controls not as an 
absolute achievement or non-achievement, but as points along a continuum such as fully met, 
partially met, and not met. The Principles Evaluation Matrix reflects this approach.
When a principle is not being applied, one or more control deficiencies exist, and a determination 
should be made as to remediation plans, and whether the deficiencies rise to the level of significant 
deficiency or material weakness. Such deficiencies should be communicated to top management 
and the board. And based on whether the five internal control components are in place and 
functioning effectively (depending on existence of a material weakness), an overall determination 
is made regarding the effectiveness of internal control over financial reporting.
The following diagram illustrates the approach the example company management takes, utilizing 
the matrices described, in conducting its evaluation.
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VII. Process Level Matrix - Payroll





* Refer to Exhibit 4, Page 3, Volume III
54 Internal Control over Financial Reporting - Guidance for Smaller Public Companies • Volume III: Evaluation Tools
Narrative Supporting Payroll Documentation
• Record employee compensation data - Upon an employee's hiring, employee compensation 
data is entered to payroll database and the outsource payroll processing system. The payroll 
supervisor receives a Personnel Status Change report from HR from which she enters data 
into the database using the "New Hire"function.The'New Hire' function requires specified 
data for entering: employee number, name, address, gender, date of birth, marital status, start 
date, status, cost center, office location, standard hours, salary, effective date, pay frequency, 
tax exemption, state of employment, bank information, benefit deductions, permanent or 
temporary employment status, additional benefits and 401K information.
• Calculation of gross pay - Calculation of gross pay is completed by the outsource payroll 
provider. For calculation of overtime, the controller generates a report from the payroll 
database. The file is emailed to payroll supervisor, reformatted and sent to the payroll 
provider for upload and calculation of gross pay. Bi-weekly and annual reconciliations of 
overtime hours and overtime paid is performed by the controller.
• Calculate withholdings, other deductions - All withholdings and other deductions are 
calculated by the outsource payroll provider.
• Calculate net pay - Calculation of net pay is performed by outsource payroll provider.
• Remit deductions to appropriate agencies - Payroll taxes are calculated, deducted and 
remitted by outsource payroll provider. The payroll supervisor is involved only when a 
new location needs to be added. The payroll supervisor contacts the state to issue a state 
remittance number, which the payroll supervisor forwards to outsource payroll provider. 
Any changes in contributions rates for states are handled by the outsource payroll provider, 
which notifies the payroll supervisor by fax if additional funds are needed to remit. Taxes are 
withdrawn from the payroll account.
• Disburse pay - Disbursement of pay is handled by outsource payroll provider. Prior to the 
transfer of funds, a wire confirmation is faxed to Payroll for the total amount of pay. Request 
for approval is sent to Treasury for authorization to transfer funds. After approval the funds 
are electronically transferred from company's bank account to outsource payroll provider 
for disbursal. After the funds are withdrawn, a "Notice of Withdrawal" is sent to the payroll 
supervisor for comparison with bi-weekly payroll information. The approval of transfer is 
sent back to the payroll supervisor for filing with bi-weekly payroll information. At this time 
a journal entry to record the disbursement is prepared, reviewed by the controller, and 
booked.
Access to the payroll function and data is restricted to authorized personnel and adequate 
segregated duties exist between incompatible duties. This requires user access privileges that are 
authorized and granted by the business process owner having administrative rights and established 
security rights. Systems interacting with the Human Resource system are only those providing 
input required by the company's outsourcer.















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































COMMITTEE OF SPONSORING ORGANIZATIONS OF THE TREADWAY COMMISSION
COSO is a voluntary private sector organization dedicated to improving the quality of financial 
reporting through business ethics, effective internal controls, and corporate governance.
www.coso.org
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